NOJIO’)KEHHME OB OBPABOTKE U 3ALLIUTE
INEPCOHAJIBHBIX TAHHBIX

I. O6mue nosoxenus.

I.1. Hacrosimee TITonoxkenne paspaGoTaHo B HeNsX 3aiidThi MEePCOHATBHBIX
AaHHBIX, 00pabaThIBaeMbIX B HMHMDOPMALHOHHBIX CHCTEMAX HEPCOHAIBHBIX JaHHBIX
00/1aCTHOrO  rOCY/IapCTBEHHOTO  GIOKETHOTO YUYPEKIECHHUS  31paBOOXpAHEHMS
«MopsikoBckast  yyacTkoBas  GonbHML@»  (nanee - Yupexaenue),  or
HECAHKLMOHMPOBAHHOIO 10CTYIIA, HENPABOMEPHOTO MX HCIIONB30BAHMS HIIH YTPATBI.

1.2. Tlonoxenue onpezenser o6ecneyeHre B COOTBETCTBHU C 3aKOHOIATENbCTBOM
Poccuiickoit ®enepaunn o6pabork, XpaHEHUS! U 3alMThl [lepcoHaNbHBIX HaHHBIX, a
TaIoKE MEPCOHATIBHBIX JAHHBIX, COACPIKALMXCS B IOKYMEHTAX, TOMyUEHHBIX H3 APYIHX
OpraHu3alyi, B 00palleHUsX rPaXk/IaH i MHBIX CYGhEKTOB EPCOHAIBHBIX AHHDIX.

1.3. ITonoxenne paspaGoTaHo Ha OCHOBaHMM CT. 24 Koucrutyuun P,
®DenepainbHoro 3akona PO «O mepconanbubix manHbx» Ne 152-03 ot 27.07.2006 I
3akona «O6 uHbopMaLmK, UHGOPMALIMOHHBIX TEXHOMOIUSIX 1 3ammTe MHGopmaruny Ne
149-®3 or 27.07.2006 r., ITocTaHoBNEHUS IlpaBurenscta Poccuiickoii denepauuu ot
01.11.2012r. Nel119 «O6 yTBepikneHuu TpeGOBaHMI K 3allUTE MEPCOHATBHBIX AaHHBIX
lpu  uX 00paboTKe B WHPOPMALMOHHBIX CHCTEMAaX [EPCOHATBHBIX JAHHBIXY,
HOpPMATUBHO-TIPAaBOBBIMU  akTaMi Poccuiickoit denepauun B 067acTH  TPYAOBBIX
OTHOIIEHUH.

1.4. Hacrosmee ITonoxkeHue yTBepKAAETCS [IABHBIM BpayoM Y4peKIeHHUs.

1.5.Usmenenns B IlonoxkeHue MOryT OBITH BHECEHBI B YCTaHOBJIEHHOM
ACHCTBYIOLIMM 3aKOHOJATEIBCTBOM MOPSIJIKE.

1.6.B Hacrosiuem IToN0KeHNI HCTIONB3YIOTCA ClIEAYIOLIME OCHOBHBIE MOHSTHS:

1.6.1. TlepconanbHble naHHbIE - JK0Gas UHpOpMALMs, OTHOCAWIAACS K
ONpEICICHHOMY MITH ONPE/EIEMOMY Ha OCHOBaHMM TaKOH MHOPMALKMK GpU3MYECKOMY
uny (cyOBeKTy NepCOHANBHBIX JaHHBIX) - pAGOTHHKY. MALHEHTY;

1.6.2  Omnepatrop - rocymapcTBeHHbII OpraH, MYHHMILMIIQJIBHBIA  OpraH,
IOPHIMYECKOE MM (U3MYECKOE JIMIO, OPraHM3ylolMe M (MJIM) OCYLIECTBISIOLIME
00paboTKy NEepCOHANBHBIX JaHHBIX, a TAKIKE ONPEENAONME LEIU U COAEPIKAHUE
06paboTKH NMepCOHATBHBIX JaHHBIX

1.6.3. O6pa6oTka NEpCOHANBHEIX JaHHBIX -  JeHCTBHS (onmepauuu) ¢
TICPCOHAILHBIMHA IAHHBIMH, BKJIFOYast cOOp, CHCTEMAaTH3aLMIO, HAKOIUIEHHE, XpaHEHHE,
YTOYHeHHe (OGHOBIICHHE, U3MEHEHNE), HCIIONb30BAHME, PACIIPOCTPAHEHHE (B TOM YuC/Ie
nepejady), 06e3nuuMBanue, 610KMPOBAHUE, YHUUTOKEHHE IEPCOHANBHBIX JAHHBIX;

1.6.4. PacnpocTpaneHne nepcoHanbHBIX JaHHBIX - AEHCTBHS, HarpaBJI€HHbIE Ha
€peiady NepCOHANBHBIX JaHHBIX OIPE/ECIEHHOMY KpPYTY JIUL (Ilepeiaya MepCoHaIbHbIX
JaHHBIX) WK Ha O3HAKOMIIEHHE C TIEPCOHATBHBIMH JaHHBIMU HEOrPaHHUYEHHOr0 Kpyra



JHUL, B TOM u4Hcie OOHApOJ0OBaHME MNEPCOHANBHBIX JAHHBIX B CPEACTBAX MAacCOBOM
MHpOpMALMK, pa3MelleHHe B HH(OPMALMOHHO-TENIEKOMMYHHKAIIMOHHBIX CETAX WIH
NPE/I0CTABICHUE JOCTYIIA K IEPCOHAIBHBIM JaHHBIM KAKMM-JM00 MHBIM CIIOCOOOM:

1.6.5. Hcnosnp3oBaHue IepCOHANBHBIX [aHHBIX - JEHCTBHS (onepauuu) c
NEPCOHANbHBIMU JTaHHBIMH, COBEPILIAEMBIE OIIEPATOPOM B LIEJISX IPUHSITHS PEIIEHUH WK
COBEPLUCHUS UHBIX ACHCTBUIH, OPOIKAAIOLIMX OPUIMYECKUE MOCIIEACTBUS B OTHOLIEHHH
CyObeKTa epcoOHaNbHBIX JAHHBIX HIIH APYTHX JIULL MO0 MHBIM 06Pa30M 3aTparuBaroInx
npaBa 1 cBOGO/IBI CyOBEKTA NEPCOHATBHBIX JAHHBIX MM APYTUX JHIL;

1.6.6. BroknpoBanue nepcoHalbHBIX JaHHBIX - BPEMEHHOE TpekpalieHue copa.
CUCTEMATH3allMK, HAKOIUIEHUS, HCIOJb30BaHHs, PACIpPOCTPAHEHHUS IEPCOHATBHBIX
JIaHHBIX, B TOM YHCJIE UX Nepe/laun;

1.6.7. YHUUTOKEHHE NEPCOHANBHBIX JaHHBIX - AEHCTBUS, B pe3ylibTaTe KOTOPhIX
HEBO3MOXKHO BOCCTaHOBHTH COJEpIKAHUE IEPCOHAIBHBIX JAHHBIX B MH(OPMALMOHHOM
CHCTEME MEepPCOHATBHBIX JaHHBIX MJIM B pe3yjbTaTe KOTOPBIX YHHYTOXKAIOTCS
MaTepraibHbIe HOCUTEIH EPCOHANBHBIX JJAHHBIX;

1.6.8. O6Ge3nuunBanye NePCOHABHBIX JaHHBIX - IEHCTBHS, B PE3YIBTaTE KOTOPBIX
HEBO3MOXKHO ONPEJICTUTh INPUHANTIEKHOCTh IEPCOHATBHBIX JIAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHANBHBIX JAHHBIX;

1.6.9.lnopMalMoHHas CUCTEMa TNEPCOHATBHBIX JaHHBIX - MH(OpMalMOHHAs
CHCTEMa,  MpPEACTaBIAOmas  Cco00H  COBOKYNMHOCTh  MEPCOHAJbHBIX  JAHHBIX,
cozeprkaluxcs B 6a3e NaHHBIX, a TakKe HHPOPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX
CPE/ICTB, TMO3BOJIAIOIIMX OCYLIECTB/IATE 00pabOTKY TakMX MEPCOHAIbHBIX JAHHBIX C
MCII0JIb30BAHUEM CPEJICTB aBTOMATU3aIIMM MITH 6€3 MCIOJIb30BAHUS TAKUX CPE/ICTB;

1.6.10.KonpuaeHMaabHOCTE  MEPCOHATBHBIX JAHHBIX - 00s3aTelbHOE ISl
COOJIIOIEHHs OIIEPATOPOM MIIM MHBIM IIOJNYYHMBIIMM AOCTYII K II€PCOHAIIbHBIM [aHHbIM
JuuoM TpeboBaHME HE JOMycKaTh WX pachpocTpaHeHue 6e3 corsacusi cyObekTa
NEPCOHANBHBIX JaHHBIX WJIM HAJIMYUSI MHOTO 3aKOHHOTO OCHOBAHWUS;

1.6.11. TpancrpanuyHas nepejaya MEPCOHANBHBIX JAHHBIX -  Ilepejaya
NEPCOHANBHBIX JaHHBIX onepaTopoM uepe3 [ocymapcrBeHHyro rpanully Poccuiickoit
Qesiepaiuy  opraHy  BIaCTH  HMHOCTPAHHOTO TIOCYAapcTBa, (H3MYECKOMY  WIIH
IOPUMYECKOMY JIMLLY HHOCTPAHHOTO FOCY/AapCTBa;

1.6.12. O6men0CcTyNHBIE IEPCOHANBHBIE [JAaHHBIE - IEPCOHAIbHbIE JaHHBIE,
JIOCTYIl HEOTPaHMUYEHHOT0 Kpyra JIMIl K KOTOPBIM NPEOoCTaBieH C corjacus cyObekra
NIEPCOHANBHBIX JaHHBIX MJIM Ha KOTOPbIE B COOTBETCTBUHU C (DeiepalbHbIMU 3aKOHAMH He
pacrnpoctpansercst TpeboBanue cob01eHU KOH(HIEHINATEHOCTH.

I1. IlonsaTHE M cOaEpKaAHHE NEPCOHATBHBIX JAHHbIX.

2.1. TlepcoHanpHbIe AaHHBIE - JiE0Oas WHGOPMAIHs, OTHOCAIIAACSA K MPSAMO MK
KOCBEHHO OIpE/IeJIeHHOMY WK ompesaensieMoMy dusuueckomy Juuy (cyObekTy
MEepPCOHANIBHBIX JIAHHBIX), & UMEHHO, MHGOpMalHs, HeoOXoauMas Ul OCYLIECTBICHHUS
OCHOBHOMH JIeSATEBHOCTU YUPEXKICHHS U KaJpPOBOI0 yuyeTa COTPYAHUKOB.

2.2. OneparopoM NepCOHANbHBIX JaHHBIX SABIAETCS YUPEKIAECHHUE.



2.3.Jlonyckaercs  mpuBIeKaTh i 0OpaGOTKM  MEPCOHANBHBIX  JAHHBIX
YHNOJIIHOMOYEHHBIE ~ OpPraHM3allMd HA OCHOBE COOTBETCTBYIOIIMX JOFOBOPOB M
COrJIallleHUH.

2.4. TlepconanbHble JaHHbBIE SBISIOTCS KOHPHUAEHIMATBHBIMH, XOTA. YUHTBIBAs UX
MacCoBOCTb M €IAWHOE MECTO 00pabOTKM M XpaHEHUs, COOTBETCTBYIOLIMHA TIpud
OrpaHMYEHHs] HA HUX HE CTaBUTCH.

2.5.06ecneuenne KOHOUACHIMATLHOCTH TIEPCOHATBHBIX JAHHBIX He TpeOyeTcs B
ciyyae 06e3IMYMBaHUs U B OTHOIICHHU OOLIEOCTYITHBIX IEPCOHATBHBIX IaHHBIX.

IIIL. ITopsimok notyueHus: ¥ 06paGoOTKH MEPCOHATLHBIX JAHHbIX.

3.1. TlomyyeHne NEpCOHATBHBIX JAHHBIX OCYLIECTBJISAETCS B COOTBETCTBUM C
HOPMAaTUBHO-TIPABOBBIMK ~ akTaMu  Poccuiickoit  ®enepaunu, HOPMATUBHBIMH M
pacnopsAUTeIbHBIMU JIOKYMEHTaMKH YUpEeKIEHHs Ha OCHOBE coryiacusi CyOBbEeKTOB Ha
00paboTKy UX NEPCOHAIBHBIX JAHHBIX.

3.2.Onepatop BmpaBe TpeGoBaTh OT CyGbeKkTa MEPCOHANBLHBIX JAHHBIX
TpefoCcTaB/IeHUs MH(QOPMAIIMK COTIACHO CT. 6 ¥ cT. 7 ®enepanbHoro 3akoHa Ne 44 ( BT. u.
0 €ro HallMOHAJIbHOM ¥ PACOBOM MPUHAUIKHOCTH, COCTOSHUM 3/10POBBS U JIP.).

3.3. be3 cornacus cyOBEKTOB OcCyluecTBIseTcss 06paboTka 0O6IIEA0CTYIHEIX
NIEPCOHANIBHBIX JIAaHHBIX MJIM COJEpKallMX TOJNBKO (aMuiIMK, MMeHa M OTYeCTBa,
oOpallleHuit U 3ampoCOB OpraHM3alMii M (HU3MYECKUX JIMI, PETMCTpAalus M OTIIPaBKa
KOPPECTIOHJCHIINM TIOYTOBOM CBs3bI0, O(OPMIICHHE Pa30BBIX MPOIYCKOB, 06paboTKa
NIEPCOHANBHBIX JaHHBIX /IS MCIIOJIHEHUS TPYAOBBIX IOTOBOPOB WM (€3 MCIOJIb30BAHUS
CPE/CTB aBTOMATU3allMK, U B MHBIX CIIydasX, NPEIyCMOTPEHHBIX 3aKOHOJATEILCTBOM
Poccuiickoit ®enepanuu

3.4. ObpaboTKka M HCIONB30BaHHE IIEPCOHATBHBIX JAHHBIX OCYLIECTBIAETCS B
LEJISIX, YKa3aHHBIX B COIVIAIUEHUSX C CyOBEKTaMH MEpPCOHAIBHBIX JaHHBIX, a TaKkKe B
cllyqasx, IpelyCMOTPEHHBIX HOpMAaTHBHO-TIPaBOBBIMU akTtaMu Poccuiickoit deepauini.

3.5.He  jomyckaercs — NpUHATHE ~ Ha  OCHOBAaHMM  MCKIIOUHMTENBHO
ABTOMATU3MPOBaHHOKW 0OpabOTKH IepCOHANBHBIX JAHHBIX PELIEHHUI, [10POMKIAIOLIMX
IOpPU/INYECKHE TIOCIEACTBYS B OTHOIIEHUH CyOBEKTa MEPCOHAIBHBIX AaHHBIX WIIM WHBIM
00pa3oM 3aTparuBaloIyX €ro NpaBa U 3aKOHHBIE HHTEPECHL.

3.6. B cimyuae yBonmbHEHHS CyOBEKTa EPCOHATBHBIX JaHHBIX U HHOTO A0CTH/KEHHS
uenedl  00pabOTKM MEPCOHANBHBIX [aHHBIX, 3a(QUKCUPOBAHHBIX B [HCbMEHHOM
cormamenur, Omneparop 00s3aH  He3aMEUIUTENBHO  MPEKpaTUTh  00paboOTKY
NEPCOHAIBHBIX JAHHBIX M YHUUYTOKUTH COOTBETCTBYIOIIME [E€PCOHAIbHbIE JIaHHBIE B
CPOK, HE NpPEBHINAIONIMN Tpex pabouyumx AHEH C JaThl JOCTIDKEHHUs 1Lielu 0O0paboTku
NEPCOHANIBHBIX JIAHHBIX, €CJIM MHOE HE MPEelyCMOTPEeHO (BellepabHbIMU 3aKOHAMH.

3.7.1lpaBuna  00palOTKM W MCMONB30BAaHMS  MEPCOHAIBHBIX  JIAHHBIX
YCTaHaBJIMBAIOTCS OT/JEJIbHBIMU PErTIAMEHTAMU U MHCTPYKUUSIMHU Y Upei/IeHUSI.

3.8. IlepcoHasbHbIE JaHHbIE MOTYT XPAHUTHCS B OYMa)KHOM H (MJIH) 3JI€KTPOHHOM
BUJIE LEHTPAJM30BAaHHO MM B COOTBETCTBYIOLIMX CTPYKTYPHBIX IOJpPA3/ENEHUAX. C
COO/MIOIEHNEM  NPEIyCMOTPEHHBIX ~HOPMAaTHBHO-NPABOBBIMM ~ akTamMu  Poccuiickoit
denepanuy Mep Mo 3alUTe NEPCOHAIBHBIX JaHHbIX.

(95}



3.9. TlepeueHb CTPYKTYPHBIX MOApA3AeieHHit U (M) OTIAETBHBIX JOKHOCTEH.
MMEIOIIMX MPaBo Ha 06pabOTKy MePCOHAIBHBIX JaHHBIX NPEIOCTABISETCS pabOTHHKAM
CTPYKTYPHBIX ~ MOJpasjeneHuil  M(Wiu) JOJDKHOCTHBIM — JIMLAM,  ONPEIC/ICHHBIM
otaenbHBIMK [IprKa3zaMu, pacnopsANTENbHBIMI JOKYMEHTaMU ¥ MHBIMHM TMCbMEHHBIMH
yKa3aHUSAMHU yIIOTHOMOYEHHBIX COTPY/IHUKOB Y UPEKICHHUS.

3.10. TlepcoHaspHble JaHHBIE 3ALIUIIAIOTCSA OT HECAHKLMOHUPOBAHHOIO 10CTYTIA B
COOTBETCTBMM C  HOPMATMBHO-NIpAaBOBBIMHM  akTamu  Poccuiickoit ~ dexepauuu,
HOPMATUBHO- PACIIOPSIUTENBHBIMU AKTaMHU U PEKOMEH/IALUSIMU PETYIMPYIOIIHMX OpraHoB
B obiacty 3allUTel HHpOpMALUM, a TaKKE YTBEPHKICHHBIMH pErlaMEHTaMH U
uHCTpykuusiMu Oneparopa

3.11. Jlo Hayama OCYIIECTBIEHHsS TPAHCTPAHWYHOW Tepejayd MepCOHAIbHBIX
[AHHBIX OTBETCTBEHHBIH paGOTHMK YupeaeHus o0s3aH yOeauTbcss B TOM, 4YTO
MHOCTPAaHHBEIM TOCY/apCTBOM, Ha TEPPUTOPHMIO KOTOPOIO OCYLIECTBJAECTCA Mepeaaya
epCOHANIBHBIX JaHHBIX, OOECTEUMBACTCS aJeKBaTHas 3alluTa IpaB CyOLEKTOB
MEPCOHATBHBIX JaHHBIX.

TpancrpaHnyHas repeiaya NepCoHaNbHBIX JaHHBIX Ha TEPPUTOPUM HHOCTPAHHBIX
rocyIapcTB, He 00ECTIeYMBAIOLIMX aJ€KBATHOM 3allUTHl MPaB CyOBEKTOB NEPCOHATBHBIX
JIAaHHBIX, MOJKET OCYILIECTBIATLCA B CIydasX:

3.11.1. Hamuuust corjacus B NHCbMEHHOW (opme cyObekTa MepcoHalIbHbIX
JTaHHBIX;

3.11.2. TIpelycMOTPEHHBIX ~ MEXIyHapoJHbIMH  joroBopamu  Poccuiickoi
®ejiepallii 110 BOTPOCAM BBIAYM BU3, MEKAYHapOJHBIMH A0roBopamu Poccuickoi
denepanuy 06 OKa3aHUU PABOBO} TOMOLIH MO IPAXK/IAHCKUM, CEMEHHBIM U yrOJIOBHBIM
Jei1aM, a TaKKe MEsK/IyHapo/IHbIMH JoroBopamMu Poccuiickoii Penepaliii 0 peaMUCCHu;

3.11.3. [IpeaycMOTpEHHBIX (eepaibHBIMU 3aKOHAMH, €CIIH 3TO Heo0X0AMMO B
LIe/IAX 3alIUThl OCHOB KOHCTHTYLIMOHHOTO cTposi Poccuiickoit denepaumn, obecrneyenus
06OpOHBI CTpaHbl ¥ 6€30MaCHOCTH IOCYAapCTBa;

3.11.4. VicrionHeHust  JOrOBOpA, CTOPOHOM  KOTOPOro  ABIAETCS  CYOBEKT
MIePCOHAJIBHBIX JIaHHBIX;

3.11.5. 3auIuTH KU3HH, 310POBBA, MHBIX JKM3HEHHO BOXHBIX MHTEPECOB CyObEKTa
TepCOHANBHBIX JAaHHBIX WIM APYTUX JIML [IPY HEBO3MOKHOCTH MOJIyuCHUs cornacus B
MUCBMEHHOM (popme cyObeKTa NepcoHaNbHBIX JaHHBIX.

IV. IlpaBa, 006SI3aHHOCTH H OTBETCTBEHHOCTH CyObeKTa MNepCOHaNbHLIX
AaHHBIX B OnepaTopa npu 06pa6oTKe NePCOHANbHBIX JaHHBIX.

4.1. B nensix obecreyeHus 3alMThl CBOMX MEPCOHAIBHBIX JaHHBIX CYOBEKT
TMepCOHANbHBIX JAHHBIX B COOTBETCTBUM C DeepaibHbIM 3aKOHOM Poccuiickoi
denepauuu ot 27.06.2006 r. Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX» 33 HCKIIOUCHUCM
cJTydaes, NPelyCMOTPEHHBIX JaHHbIM DeiepanbHBIM 3aKOHOM, MMEET IpaBo:

4.1.1. Ha nomyuenue cpeneHuii 06 Omeparope, 0 MECTE €ro HaxOKIACHMA, O
Hanuunk y OnepaTopa NEpCOHATBHBIX JAHHBIX, OTHOCAIIMXCA K COOTBETCTBYIOUIEMY
Cy6BEKTy MEPCOHATBHBIX JAHHBIX, & TAKKE HA O3HAKOMIICHUE C TAKMMH [EPCOHATLHBIMH
JTAaHHBIMMU



4.1.2. Tpe6oBaTh oT Onepartopa yrouneHns comx TIEPCOHAJIBHBIX JaHHBIX. WX
OJIOKMPOBAHUS MM YHUYTOXKEHUS B Cilydae, €ciid NMepCcoHaIbHbIE JaHHBIE SBJIAIOTCS
HETIO/IHBIMY,  yCTapeBIIMMH, HEIOCTOBEPHBIMH, HE3aKOHHO MOJIyYEHHBIMU WM He
ABIISIOTCA HEOOXOMMMBIMH ISl 3asIBICHHOM I1eJ1H 00paboTky, a TakkKe MPUHUMATDH
TPE/ly CMOTPEHHbIE 3aKOHOM MEpBI 110 3aLUTE CBOMX IPAB;

4.1.3. Ha nonyyenue npu 00paIleHnH WK MY N0y YeHHH 3arpoca uH(popMaruu,
Kacarowercs 06paGoTKH €ro nepcoHabHbIX JaHHBIX:

4.14.Ha obkanoBanue  geficTBuii  wim OesneiictBus  Omepatopa B
YNOTTHOMOY€EHHBIH OpraH Mo 3amuTe npaB CyGHEKTOB NIEPCOHANIBHBIX JaHHBIX MM B
CynebHOM nopsIKe;

4.1.5.Ha 3ammTy CBOMX NpaB M 3aKOHHBIX UHTEPECOB, B TOM 4YHUCIE Ha
BO3MEIIEHHE YOBITKOB U (MJIH) KOMIIEHCALIMIO MOpAJIbHOTO Bpe/ia B Cy1eGHOM Mopsike.

4.2. O6s3aunOCTH Onepatopa 1pH ¢60pe NepCOHANBHBIX NaHHbIX.

4.2.1. Onepatop o6s3aH Ge3B03ME3THO [IPENOCTABUTH CYOBEKTY MEPCOHATbHbIX
AAHHBIX I €r0  3aKOHHOMY MpEJCTABUTENIO BO3MOJKHOCTh O3HAKOMJICHHS C
[ICPCOHAIbHBIMM ~ JIAHHBIMHM,  OTHOCSILIMMHCS K COOTBETCTBYIOILEMY  CYOBEKTY
TICPCOHATIBHBIX IAHHBIX, & TAKXKE BHECTH B HUX HEOOGXOIMMBIC H3MEHEHMUS. YHUUYTOXHUTh
MM OIIOKHPOBATh COOTBETCTBYIOLIME [ICPCOHATIbHBIE [aHHBIE II0 MpeJOCTaBICHUM
CYOBEKTOM MEPCOHAIBHBIX NAHHBIX WM €r0 3aKOHHBIM NPE/ICTABUTENIEM CBEIEHMIA,
MONTBEPXK/AIOUMX, ~ YTO  MEPCOHANBHBIE  JAaHHBIE, KOTOpbIE  OTHOCATCA K
COOTBETCTBYIOLIEMY CYOBEKTy M 06pabOTKY KOTOpBIX ocymectsisier  Oneparop,
ABJIAIOTCA HETIOMHBIMH, YCTapEBIIMMH, HE0CTOBEPHBIMH, HE3AKOHHO TOJTyYEHHBIMU MJIH
HE SBJIAIOTCS HEOOXOAMMBIMMU J1J1st 3asIBIICHHOM 1e/TH 006paboTKH.

4.2.2.0 BHECEHHBIX H3MEHEHMSX 1 NPEANpUHATEIX Mepax Omneparop o06s3aH
YBEAOMUTE CyOBEKTa MEPCOHANBbHBIX NAHHBIX MM €r0 3aKOHHOLO NpeICTaBUTENsT U
TPETHHUX JIHLL, KOTOPBIM NEPCOHATBHBIE JAHHBIE ITOTO CYGheKTa ObimH Hepe/1aHbl.

4.2.3. B ciyuae BbIsBieHUS HEMpPAaBOMEPHBIX JIEHCTBUI C MepcoHaNbHBIMU
AaHHbIMH Omnepatop B CpoK, He TpeBBILIAOIIHIA TpexX pabouux IOHEM ¢ JaThl Takoro
BBISIBJICHHUSA, 00A3aH yCTPAHUT JOI1YIIEHHBIE HAPY LIEHHS.

4.2.4. B ciiyyae HEBO3MOKHOCTH YCTpaHCHHUS JIONYIIEHHbIX HapyiueHnii Oneparop
B CPOK, HE NPEBBIIAIOIIMI TpeX paGouux AHEH ¢ JaThl BLIBJICHMS HENPaBOMEPHOCTH
ACHCTBUIA C EPCOHAILHBIMM JAHHBIMH, 06s3aH YHUUTOKUTE IEPCOHAIIBHEIE JaHHBIE.

4.2.5.06 ycTpaHeHMM JOMYILIEHHBIX HapyleHuH MM 00 yHUYTONKEHUH
TICpCOHANBHBIX NaHHBIX Orepatop 06513aH yBeIOMHTE CyGheKTa IIEPCOHAIBHBIX JaHHBIX
HITH €r0 3aKOHHOTO TPENCTABUTES.

4.2.6. B cnyuae or3biBa CYOBEKTOM IEpCOHAIBHBIX [AHHBIX COIIACHS M&
06paboTKy CBOUX MEPCOHANBHBIX JAHHBIX Omneparop o6si3aH npekpaTHTh o6paboTky
TICPCOHANBHBIX ~ NAHHBIX M  YHHYTOXHTh TEPCOHANbHBIE JAHHBIC B CpOK, He
TIPEBBIIAIOIIMH TPeX paboumX JTHEH ¢ JaThl MOCTyILICHUS YKa3aHHOTO OT3BIBa, €CJIM HHOE
HE TpeIyCMOTPEHO coraienueM Mexkay OmnepatopoM u CyOBEKTOM MEepCOHATBHBIX
JIaHHBIX. :

4.2.7.06 yuuutoxxeHun NIEpCOHANBHEBIX JaHHBIX Omepatop 006f3aH yBEJOMUTH
CyOBeKTa MepCOHANTBHBIX JAHHBIX.

4.3.TIpaBa Oneparopa Ha Tiepeiauy NepcoHabHBIX JAHHBIX TPETHUM JIULIAM.



4.3.1. Onepatop He BrpaBe Ge3 MUCBMEHHOIO COTNacus CyObeKTa NepCOHANbHBIX
JaHHBIX TepejiaBaTh 0OpabaThiBacMble MEPCOHAIBHBIE J@HHBIE TPETHMM JIMLAM. 3a
UCKIIOUYEHHEM  ClIyYaeB, IMPEeIyCMOTPEHHBIX  3aKOHOJATENIhCTBOM  Poccuiickoii
®eneparyu '

4.3.2. Tlepenaya mepcOHaNbHBIX NAaHHBIX CyOBEKTa TPETHUM JIHIAM J0KHA
NPOM3BOAUTECS B COOTBETCTBUMM ¢ PersiaMeHTOM mnepeqayd MEpcOHANBHBIX JaHHBIX
TPETHUM JIUIIAM.

V. OTBeTCTBEHHOCTD 32 pa3rialieHHe NepCoOHATbHBIX JAHHbIX.

5.1. Omeparop, a TaKKe [OKHOCTHBIE JIMMA, BHHOBHBIE B HApyLIEHUH
TpeGosanuii denepanbHoro 3akoHa PO «O mepcoHalbHBIX AaHHBIX» Ne 152-®3 ot
27.07.2006, HecyT rpaKIaHCKYIO, YTONOBHYIO, 3 AMUHUCTPATUBHYIO, IUCLUUILIHHAPHYIO 1
UHYIO NIPEe1yCMOTPEHHYIO 3aKOHOJIaTEIbCTBOM Poccwuiickoii Depeparuu
OTBETCTBEHHOCTD.

5.2. OrBeTcTBEHHOCTh 3a  cobuoseHre TpeGOBaHMI  3aKOHONATENLCTBA
Poccuiickoii ®enepaunn npu o6paboTKe W HCIHOJIB30BAHMM MEPCOHATBHBIX JaHHBIX
BO3jlaraeTcs B IpuKkase 00 yrBepxkeHHHM [lOOKEHHss M HHBIX [pHKa3aXx Ha
PYKOBOIMTENEH CTPYKTYpPHBIX MOMAPA3ACICHU M KOHKPETHBIX JIOJKHOCTHBIX JIMI
Oneparopa, 06pabaTIBAIOIINX MIEPCOHATBHEIE TaHHBIE.

VI» OcHOBHBIE MPHHUMINbI MOCTPOEHHS CHCTEMbl KOMILIEKCHOH 3alUUThHI
uHpopmanun

IMoctpoenne cucremsl obecreueHus 6Ge30MAaCHOCTH TEPCOHATBHBIX JaHHBIX
UHQOPMALIMOHHBIX ~ CUCTEM  [IE€PCOHAIBHBIX  [JAaHHBIX  YUPEKAEHUs W HUX
(GyHKIMOHMPOBAHUE JIOMKHBI OCYLIECTBIATHCS B COOTBETCTBUHM CO  CJIEAYIOLIMMH
OCHOBHBIMH MPUHIIUATIAMH:
3aKOHHOCTD;
- CHCTEMHOCTb;

KOMIIJIEKCHOCTb;
HENpepbIBHOCTE;
CBOEBPEMEHHOCTH;
[PEEMCTBEHHOCTh U HENPEPHIBHOCTH COBEPLIECHCTBOBAHMS;
NepCOHANIbHAs OTBETCTBEHHOCTB;
MUHHMU3ALHUS TOTHOMOYHIA;
B3aUMOJIEHCTBUE U COTPYAHUYECTBO;
rUOKOCTh CUCTEMBI 3aLlUTBI;
OTKPBITOCTh aJITOPUTMOB ¥ MEXAHU3MOB 3ALLHTHL;
MIPOCTOTA NPUMEHEHUSI CPEJCTB 3aLIUTHI;
HayuyHass 000CHOBAaHHOCTb U TEXHHUYECKas peajiu3yeMOCTh;
crienuaIn3alus U npo(eccuoHaIns3M;
00513aTeNBHOCTH KOHTPOIS.
6.1 3akoHHOCTH
IIpeanonaraer OCyIIECTBIEHNE 3ALUUTHBIX MEPONIPUATUH U pa3paboOTKy CHCTEMBI
3alIUTBl  MepCoHaNbHBIX  JaHHBIX (C3I1JIH) VYupexnaeHuss B COOTBETCTBHM  C
JICMCTBYIOIIMM 3aKOHOATEIbCTBOM B 00/1aCTH 3aLUMThI IIEPCOHANIBHBIX JAHHBIX U IPYTHX
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HOPMATMBHBIX aKTOB MO 0e30rmacHOCTH MHGOPMALMK, YTBEPIKICHHBIX OpraHamu
roCyIapCTBEHHOM BJIACTH U YIPABJIECHUS B Mpe/ieaxX uX KOMIETEHIMH.

ITonp3oBaTend M OOCIYKMBAIOUIMM TMEpCOHAT HH(POPMALMOHHBIX —CHCTEM
TIePCOHANBHBIX JAHHBIX YUPEeXK/IEHHs JOIKHBI GBITh OCBEIOMIIEHE! O MOpsi/ke paboThI ¢
3amuImaeMoi HHdopmanueii 1 06 OTBETCTBEHHOCTH 3a 3amuThl [T/IH.

6.2 CuCTeMHOCTh

CucreMuslii noaxon k mocrpoenuo C3II[IH YdpexneHus Npearnosiaraet yuer
BCEX B3aMMOCBS3aHHBIX, B3aMMOJEHCTBYIOIIMX UM HU3MEHSIOIIMXCS BO BPEMEHH
5JIEMEHTOB, YCJIOBUHN ¥ (HAKTOPOB, CYIIECTBEHHO 3HAYMMBIX JUIA OHUMAHUS M PELICHHUS
npo6iuemst obecriedenus 6ezonacnocti MUCIIIH YupexaeHus.

TIpu CO3JaHMM CHCTEMBI 3alllMThI JOJDKHBI YYHTHIBATECA BCE clabble M Haubonee
yA3BUMbIE MeCTa CHUCTEMBbI O0OpabOTKM TEpCOHAIBHBIX AAHHBIX, @ TakikKe XapakTep,
BO3MOJKHBIE OOBEKTHl M HalpaBjeHHs aTak Ha CHCTEMY CO CTOPOHBI HapyLIWTEleH
(0c06eHHO BBICOKOKBAIU(GULIMPOBAHHEIX 3J10yMbILLIEHHUKOB), [IYyTH NPOHUKHOBEHUS B
pacnpenenennbie cucteMsl 1 HCJI k undopmanuu. Crucrema 3aiuThl J0/KHA CTPOMTBCS
C YYETOM HE TOJIBKO BCEX H3BECTHBIX KaHaIOB NponukHoBeHus u HCJI k mHpopmaimu, HO
¥ C YYETOM BO3MOJKHOCTH TOSIBJICHHS IPHHIMIIMATIBHO HOBBIX MyTEH pealn3aluu yrpos
6€e30MacHOCTH.

6.3 KoMIuIeKCHOCTh

KoMIIIEKCHOE HCIIOIF30BaHHE METOMOB M CPEICTB 3allUThl IPEANOiaracT
COIIACOBAHHOE NpPUMEHEHHE pPa3sHOPOJHBIX CPEIACTB MpH TOCTPOCHMM LENOCTHOM
CHCTEMBI 3aLIUTHI, TIEPEKPBIBAIOLIEH BCE CYLIIECTBEHHbBIE (3HAYMMBIE) KaHalbl peajn3aluuu
yIpo3 U He cojepikalieii ciabbIX MECT Ha CThIKaX OTACIbHBIX €€ KOMITOHEHTOB.

3ammTa JOKHA CTPOMTBCS SIUETOHMPOBaHO. JInd KakIoro KaHaza yYTEUKH
uHpOpMaLUK ¥ Ui KaXKI0M yrpo3bl G€30MacHOCTH JOJDKHO CYLIECTBOBATH HECKOIBKO
3amUTHBIX pyOexeit. Co3qaHue 3allUTHBIX pyOeked OoCylIeCTBISETCS ¢ y4ETOM TOro,
yroGbl Ui HMX TIPEONOJIEHHs TMOTEHLMATBHOMY 3IOYMBIIUIEHHHKY TpeOOBAIHCh
npoeccHOHANbHbIE HABBIKKM B HECKOJIBKHX HEB3aMMOCBA3AHHBIX 00/IACTSX.

BHemHsAs 3alUTa  JO/MKHA  00ecreurBaThCsl  (PU3MUECKMMM  CPECTBAMH,
OpraHU3alMOHHBIMH U NPABOBBIMHM MepaMu. OZIHUM U3 HauGosIee yKPEIeHHBIX pyOexked
npu3BaHel  OBITH  CPEJCTBA  KPUITOrpaQuuecKoil — 3allUThl, pealu30BaHHbIC  C
ucnonb3osanreM TexHonorud VPN. TIpukiaaHoil ypOBEHb 3alMTBL yYHThIBAIOLIMHA
0COGEHHOCTH TIPEMETHOMN 06J1aCTH, PEJICTABIAET BHYTPEHHUH pyOexK 3aIlUuThl.

6.4 HenpepbIBHOCTH 3aIIUTHI IEPCOHATBHBIX TAHHBIX

3amuTa MEepPCOHANBHBIX JAHHBIX - HE Pa3’0BOE MEPONpUATHE W HE MpOCTas
COBOKYIHOCTh [POBEJECHHBIX MEPONpPUATHUMA M YCTaHOBICHHBIX CPEICTB 3aLUMTBHL, a
HENpEpHIBHBIA  LIE/ICHANPABICHHBIHl  TpoLecc,  NpeANoNaraiommi  NpuHATHE
COOTBETCTBYIOIIMX MEp Ha BCEX Tanax KU3HEHHOTO HUK/Ia MHYOPMALIHOHHON CHCTEMBI
MEepPCOHAIBHBIX JaHHbIX.

MH(}OpMAIMOHHBIE CHCTEMBI MEPCOHAIBHBIX [AHHBIX NOJIKHBI HAXOAUTHCA B
3AIIMIIEHHOM COCTOSHHHM HA NPOTS/KEHMH BCETO BPEMEHH MX (yHKuMoHupoBaHus. B
COOTBETCTBMM C STUM MPHHIMIIOM JOJKHBI NPUHUMATHCS MEpbl [0 HEOMYLIEHHMIO
nepexoja WHGOPMALMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX B HE3ALIMIICHHOE
COCTOSIHUE.



BOJIbIMHCTBY (pU3MUECKUX U TEXHUYECKUX CPECTB 3ALIMTRI utst 5GHEeKTUBHOTO
BBIMONHEHMs  CBOMX  (QyHKUMii — Heobxomuma  MOCTOAHHAA TexHuyeckas W
opraHu3alMOHHas (aJMMHHCTpATHBHAs) ~ MOJIEPKKA (cBOeBpeMeHHas ~cMeHa M
obecreueHnue TPaBUIBHOIO XpaHCHHUA ‘M TIpUMEHEHMSI UMEH, mapoJiei, KioueH
mMppoBaHKs, TEpeonpeaeeHne onHoMOumi ¥ T.IL). IlepepeiBbl B paboTe CpeacTB
3QUMTH MOTYT GBITH UCTIONB30BAHbI 3710YMBIILICHHUKAMH JUTA aHaJIn3a MMPUMEHIEMBIX
METOJIOB ¥ CPEZICTB 3ALMTHL, VIS BHEAPEHNA CrieMalbHbIX IPOrpaMMHbIX M arnapaTHbIX
"3aKa10K" U APYTHX CPEACTB MPEONONCHHS CHCTEMBI 3aLlATEL rocjie BOCCTaHOBIICHHs €€
(yHKIMOHUPOBaHKS.

6.5 CBOEBpEMEHHOCTH

[peanonaraeT yNpEeKAAOUIMH XapakTep Mep obecrieueHust  6€30MacHOCTH
MepCOHANBHBIX JAHHBIX, TO €CTb MOCTAHOBKY jagay MO KOMIUIEKCHOW 3alluTe
UH(POPMALIMOHHBIX CHCTEM MNEPCOHATBHBIX JAHHBIX W peaiu3alyio mMep obecrneyeHus
6e30MacHOCTH  MEPCOHAIBHBIX — J@HHBIX ~ Ha  PaHHUX craausx  pa3paboTKu
uH(OPMAIMOHHBIX CHCTEM MEPCOHANBHBIX JAHHEIX B [eJOM U €€ CHUCTEMbI 3alIUThI
uH(OpMalUK, B YaCTHOCTH.

Pa3paGoTka CHCTEMBI 3alUTHI J10JUKHA BECTHCH napaieNnbHo ¢ paspaboTKoH U
pasBUTHEM CaMOM 3aIMIIAEMOl CHCTEMBI. DTO MO3BOJMT yHECTh TpeboBaHus
6e3011aCHOCTH TPU TIPOEKTHPOBAHMU aPXUTEKTYPBI H, B KOHETHOM cuere, co3aaTh bonee
s dexTuBHbIE (KaK 10 3aTpaTaM pecypeoB, Tak 1 1o CTOMKOCTH) 3alIMILEHHbIe CUCTEMBI.

6.6 TIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHNE

[IpeanonaraioT MOCTOSHHOE COBEPLICHCTBOBAHNE Mep ¥ CpPEICTB 3alUMTEI
yH(OpPMALMK Ha OCHOBE IPEEMCTBEHHOCTH OpraHM3alMOHHBIX ¥ TEXHUECKHX peLIeHHi,
KaJpOBOTO  COCTaBa, —aHalusa yHKIMOHMPOBaHUA ~ MHYOPMALMOHHBIX CHUCTEM
[epCOHATIBHBIX JaHHBIX M WX CHCTEMBI 3alMTBL € y4eTOM M3MEHEHW#l B METoJaxX M
cpeicTBax Iepexpara MH(popMauuy, HOPMATMBHBIX ~TpeOOBaHMH 10  3aLUHTE,
JIOCTUTHYTOrO OTEYECTBEHHOIO U 3apy6eXKHOrO ONbITA B TOM obnacTu.

6.7 TlepcoHanbHast OTBETCTBEHHOCTD

[IpearnonaraetT BO3JOKEHHE OTBETCTBEHHOCTH 334 obecrieueHne 0€30MacHOCTH
TepCOHANbHBIX JIAHHBIX M CHCTEMBI X 06paboTKN Ha KaXAO0ro COTPyAHUKA B npejenax
ero MOJHOMOUMH. B COOTBETCTBMM C OTHM TMpPHHIMIIOM pacripe/ie/ieHue npas
00s13aHHOCTEN COTPYIHMKOB CTPOMTCS TAKHUM ob6pazom, uToOBI B Cly4ac n060ro
HapyIleHus Ky BUHOBHUKOB ObL1 4ETKO H3BECTEH WM CBEJEH K MUHUMYMY.

6.8 TlpuHLMI MUHUMU3ALNH MOJIHOMOYHMI

O3HauaeT MpEeJOCTABIEHNHE TMOJIp30BaTENAM MUHHUMATBLHEIX npaB A0CTyna B
COOTBETCTBUH ¢ MPOM3BOJICTBEHHON HEOOXOAMMOCTBIO, Ha OCHOBE TIPUHLMIIA «BCE, YTO
He paspelIeHo, 3anpemeHoy».

JIOCTYI K IEPCOHANIBHBIM IAHHBIM IOJIKEH MPE0CTaBIATECA TOJILKO B TOM Clly4ae
U obbeMe, eclii STO HEOOXONMMO COTPYAHMKY AUl BBIMOTHEHM ero JA0JKHOCTHBIX
00s13aHHOCTEM.

6.9 BzaumojelcTBHE ¥ COTPYAHNYCCTBO

[Ipeamonaraer  CO3JaHUE GnaronpuATHOW  aTMocdepsl B KOJUICKTHBAX
nojpasjieenuii,  obecneduBalomuX - ACATEIBHOCTR MHPOPMALIMOHHBIX ~ CHCTEM



TICPCOHANIBHBIX JaHHBIX YUPeKIEHMS, IS CHIKEHHS BEPOSTHOCTH BO3HMUKHOBEHHS
HETaTUBHBIX NEHCTBUIT CBS3aHHEIX C YeTOBEYECKIM (bakropowm.

B Takoii o6cTaHOBKe COTPYAHUKH TOTKHED OCO3HAHHO COOIOIATH YCTAHOBJICHHbIE
paBUjla W OKa3bIBaTh COACHCTBHE B JEATEIBHOCTH NOJpa3AeNeHUNH TEeXHUYECKO
3alIUTBl HHPOPMAIIUH.

6.10 I'mbKOCTH cHCTEMBI 3aIUTEL NI€PCOHANIBHBIX JaHHBIX

IIpunsatbie Mepbl M ycraHoBeHHbIE CPEACTBA 3alUMThbI, OCOOCHHO B HavajibHblii
TIEPHOLL MX SKCITyaTalluK, MOTYT 06ECIIeurBaTh KaK UPE3MEPHBIN, TaK U HEAOCTATOYHbIH
YPOBCHb  3ammThl. [Ing  obecrieyeHHs BO3IMOKHOCTH BAPBUPOBAHUS  YPOBHEM
3alMIICHHOCTH, CpPe/ICTBA 3aIUMTHI JOMKHBI 06afaTh OIPE/IENIEHHOH TUOKOCTHIO.
OcobeHHO BaKHBIM 3TO CBOHCTBO sBSETCS B TeX Clly4asX, KOrja yCTaHOBKY CpEICTB
3aILIUTEI HEOOXOINUMO OCYINECTBIATH Ha paGoratouyro crctemy, He Hapyiuas nporecca ee
HOPMAJILHOTO (yHKIHOHUPOBAHHS.

6.11 OTKPBITOCTH ATTOPUTMOB M MEXaHH3MOB 3aLIUTHI

CyTb npuHLIMNa OTKpEITOCTH AJITOPUTMOB U MEXaHU3MOB 3aLUHTBI COCTOUT B TOM,
UTO 3allATa HE NOJKHA OGECIeYMBaThCS TOMBKO 3a Cyer CEKPETHOCTH CTPYKTYPHOM
OpTaHM3aluK W aIrOpUTMOB (YHKIHOHHPOBAHHS ee MIOJICHCTEM. 3HaHHE AllrOPUTMOB
paboThl CHCTEMBI 3alMTHI HE NOIKHO AaBaTb BO3MOXKHOCTH €€ NpPEOJoJeHHs (nae
aBTopam). OJIHaKo, 3T0 He O3HaYaer, yro MH(DOPMALMS O KOHKPETHON CHCTEME 3aLHThI
AomKHa ObITh 061Ie0CTy MHA.

6.12 Ilpocrora npumenenus CPEJICTB 3aIUTHI

Mexanusmer sawmrer  gomkHsl GbiT VHTYWTUBHO MOHATHBl M MOPOCTHI B
HCIIO0IB30BaHMH. [IpUMEHEHNE CPE/ICTR 3aIUTH He JOJDKHO GEITE CBSI3aHO CO 3HAHUEM
CHNCLMATEHBIX A3BIKOB MM C BBINONHEHHEM EHCTBHIA, TPeOYIOIMNX 3HAYHTETBHBIX
AOTIOTHHUTENIBHBIX  TPY/03aTPaT MHpH  OGBIYHOIN paboTe  3aperucTpUpOBaHHBIX
YCTaHOBJICHHBIM TOPAZKOM TOJNb30BaTENed, a Takke He JIOJDKHO  TpeGoBaTh  OT
TI0/Ib30BaTe/1 BBIIOJIHEHUS PYTUHHBIX MATOMNOHSTHEIX €My orepanuii (BBOA HECKOIbKUX
Tnaposieii ¥ MMEH H T.1.).

Momkna  nocruratees  aBToMaTH3aIs MaKCHUMAlIbHOIO  4Yuciia  JelCTBHi
NOb30BATENEH M aIMHHHCTPATOPOB MHDOPMALOHHON  CHCTeMBI MEPCOHAIBHBIX
JIAHHBIX.

6.13 Hayunas 060CHOBaHHOCTS U TEXHUYECKas Peau3yeMocTh

Nudopmarmonnsie  texnomoruu. TEXHHYECKHE M MPOrpaMMHBIE CPENCTBA,
CPEACTBA W MEPEI 3aLIUTHl HHGOPMALIUK JOMKHBI GLITE PEallM30BaHbl HAa COBPEMEHHOM
YPOBHE pa3sBUTHs HAYKH M TEXHHKHU, HAYYHO 0GOCHOBAHBI C TOUKH 3PCHHUS NOCTHIKEHHUS
3a]aHHOTO  ypoBHA  GesomacHocTH  uHGbOpMaLmMM  u JOJDKHBI  COOTBETCTBOBATH
YCTAHOBJICHHBIM HOPMaM M TpeGOBaHMAM 110 6€30MacHOCTH NIEPCOHANIBHBIX TaHHBIX.

CHcTema 3amMTBI MepCOHANTBHBIX MaHHEBIX NOJKHA OBITh OpMEHTMpOBaHA Ha
PCLICHUA, BO3MOXXHBIC PMCKH U1 KOTOPHIX M MEpBI NIPOTUBOACHCTBUS STUM pHCKaM
TIPOLLTH BCECTOPOHHIOKO TEOPETUYECKYIO U NPaKTHYECKYIO POBEPKY,

6.14 Cneuuanusauus u npodeccuonanuzm

Ilpennonaraer npusnevenue k Pa3paboTKe CPeACTB M peausaluu MEp 3alUTHI
uHbOpManuu CHNCLMAIM3HPOBAHKHEIX  OPraHM3alyil, HauGolee MOArOTOBICHHEIX K
KOHKDETHOMY BMIy NEATENBHOCTH 110 06eCHeyYeHHo 0€30MacHOCTH  MepCOHaBHBIX



JAHHBIX, MMEIOIIMX OMNBIT MPAKTUYECKOH pabOThbl M rOCYapCTBEHHYIO JIMLIEH3MIO Ha
NpaBO OKa3aHWs yCIyr B 5ToM obaactu. Peanusauus aJAMHHHCTPAaTHBHBIX Mep U
SKCIUIyaTalMsi  CPEACTB  3alUMTHl  JO/DKHA  OCYIIECTBIATBCS — MPO(ECCHOHAIBHO
MOJrOTOBJIEHHBIMH CIIELUATUCTAMHU Y UPEIKICHHUS.

6.15 O6s3aTenBbHOCTH KOHTPOJIS

IIpenmonaraer 06A3aTePHOCTE W CBOEBPEMEHHOCTh BBIABIECHHS M MpECEYEHHS
MONBITOK ~ HapyIICHHWS  YCTAHOBJIEHHBIX IpaBHI  obecrieyeHus:  0E30MacHOCTH
NEPCOHAIBHBIX [JaHHBIX HAa OCHOBE HCIOJIB3YEMBIX CHCTEM M CPEICTB  3aLIUTHI
MHMOPMALNK NIPU COBEPLICHCTBOBAHMH KPUTEPHEB U METOJIOB OLEHKH (PeKTHBHOCTH
9TUX CUCTEM M CPEZCTB.

KOHTpOJIb 3 IEATENEHOCTBIO JIF0GOTO0 MOMB30BATENS, KaXKI0T0 CPEICTBA 3aLUThI 1
B OTHOILEHHH JIF0O0T0 00BEKTA 3aLIUTHI JOJDKEH OCYIIECTBIATHCA HA OCHOBE IPUMEHEHHUS
CPE/CTB ONEPATMBHOIO KOHTPOJA M PpErucTpalud U JO/DKEH OXBaThiBaTh Kak
HECaHKI[MOHUPOBAHHbIE, TAK ¥ CAHKIIMOHUPOBAHHBIE JIEHCTBUS MOIB30BATEICH.

VII. Mepbl, MeToabl u cpeacrBa ofecrnedeHHsi TpeGyemMoro ypoBHS
3aIHIEeHHOCTH

O6ecneuenne TpeGyeMOro ypoBHs 3alMIIEHHOCTH JOJDKHOCTH JOCTHUIAThCS C
UCIIOJIb30BAaHMEM MEp, METOIOB M cpeicTB OesonacHocTd. Bee Mepbl obecrneueHus
6e3omacHOCTH HHOOPMALIMOHHBIX CUCTEM [EPCOHANIBHBIX JaHHBIX MOPA3/EsIOTCs Ha:

- 3aKOHOJAaTeNbHbIE (PABOBHIE);

- MOpPaJIbHO-3THUYECKHUE;

- OpraHu3alMOHHBIE (aAMUHUCTPATUBHEIE);

- (usnueckue;

- TEXHUYECKHE (anmapaTHbIe U POrpaMMHBIE).

ITepeuens BBIOpaHHBIX Mep obecrnedyeHus Oe3omacHOCTH oTpaxaercs B Ilnane
MEPONPUATUH 110 00ECTIEUSHHUIO 3aIIUThI IEPCOHATBHBIX JaHHBIX.

7.1 3akoHozaTeNbHbBIE (PABOBBIE) MEPHI 3ALLUTHI

K npaBoBbIM MepaM 3alMThl OTHOCATCS AEHCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U
HOpPMaTUBHbIE aKThl, pErIAaMEHTUPYIOLME IpaBuja oOpalleHus ¢ MEePCOHAIbHBIMU
JAHHBIMM, 3aKpeIUIOLIME MpaBa M OO0S3aHHOCTH YYaCTHMKOB HMH(OPMAaLMOHHBIX
OTHOIIEHUH B Tpolecce ee 00pabOoTKM M HCTIONB30BaHUS, 4 TAaKXKe yCTaHaBJIMBAIOIIKE
OTBETCTBEHHOCTh 332  HAapyIIEHWs OTUX MpPaBWI, MPENATCTBYs TEM  CaMbIM
HENpPaBOMEPHOMY  HCIIOJIb30BAHMIO  IIEPCOHANBHBIX ~ JAHHBIX W SBJISAIOLIHECS
CIEPKUBAIOIIUM (HaKTOPOM IS TIOTEHIMAIBHBIX HapyIIUTENIEH.

[IpaBoBbIE MEPHI 3aIUTHl HOCAT B OCHOBHOM YIPEXKIAIOMIUM, MPOPUIAKTUIECKUH
Xapakrep M TpeOYIOT IOCTOSHHON pa3bsICHUTENbHOH paboThl C MOJIb30BATEISIMU M
00CITy)KMBAIOIIUM [IEPCOHATIOM CUCTEMBI.

7.2 MopalbHO-3TUYECKUE MEPBI 3ALLUTHI

K MOpajlbHO-3TMYECKMM MepaM OTHOCATCS HOPMbI  TOBEJCHUS, KOTOPBIC
TPaJAMLMOHHO CIOKUINCH WM CKIIA/bIBAIOTCS T10 Mepe pacrnpocTpanenus IBM B ctpaHe
Wi oOIIecTBE. DTH HOpPMBI OOJBINEH YAaCTBIO HE SBIAIOTCS 00s3aTebHBIMM, Kak
3aKOHO/IATENLHO YTBEPIKAEHHBIE HOPMATHBHBIC aKThI, OJHAKO, X HECOOJI0ICHHE BEACT
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0OBIYHO K MaJEHHMIO aBTOPUTETA, MPECTHKA UEJOBEKA, IPYMIIbl JIULL WM OpraHW3aluH.
MopaiibHO-3THY€ECKME HOPMBI GBIBAIOT KaK HENMCaHble (HAnpumep, oOIIenpU3HAHHbIC
HOPMBI YECTHOCTH, MAaTPUOTH3MA M T.IL.), TaK W MHCAHbIE, TO €CTh ohopmIIEHHbIE B
HEKOTOPBIHA CBOJ (YCTaB) IPaBUII WM TIPEANMCAHUM.

MopanbHO-3THYECKHE MEPBI 3allUThl ABIAIOTCS NPOQUIAKTHICCKUMU U TpebytoT
MIOCTOSHHOM pabOTBl MO CO3J@HMIO 3J0POBOTO MOPAIBHOr0 KiIMMaTa B KOJICKTMBAX
nozipasaeaeHuii. MopalbHO-3TUUECKHE  MEpbl  3alUUTBl  CHIKAIOT ~ BEPOATHOCTH
BO3HMKHOBEHHS HETaTUBHBIX IEHCTBUIA CBSA3AHHBIX C YeJIOBEYECKUM (AKTOPOM.

7.3 OpraHu3arMoHHbIE (aIMUHUCTPATUBHBIE) MEPHI 3aLUTHI

OpraHu3auyoHHble  (aIMMHUCTPATHBHBIE) ~MEpBl  3aUIMTBI -  OTO  MEphl
OpraHM3allMOHHOTO XapaKTepa, PeriaMEHTHPYIOUIME MPOUECCh (YHKIMOHMPOBAHUS
MH(GOPMALIMOHHBIX ~CHCTEM INEPCOHAlbHBIX JAHHBIX, HCMO/B30BAHHE — peCypCoB
MH(OPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX, JEATENBHOCT 00CIYKUBAIOLIETO
MepcoHaa, a Takke MOPSIOK B3aMMOJEHCTBHS MOJIb30BATENEH ¢ MHPOPMALMOHHBIMK
CHCTEMaM# TEPCOHATBHBIX NAHHBIX TakuM 0Gpa3oM, uToObl B HauboiblIel CTENEHH
3aTPYJHUTh HMJIM MCKIIOYHTH BO3MOXHOCTH peaiu3alyd yrpo3 0e30nacHOCTH WK
CHHU3UTH pa3Mep MOTepPh B Cllyyae MX pealn3aluy.

[naBHas Ledb aJMHHUCTPATHBHBIX MeEp, MNPEINPUHUMAEMBIX Ha BBICLIEM
YIIPaBIEHYECKOM YPOBHE - c(OPMHMPOBATH MOTUTHKY MH(POPMALMOHHOM Ge30nacHOCTH
NEpPCOHANBHBIX JAHHBIX (OTPAXKAIONLYIO MOAXO/BI K 3alUTe HHOPMALUH) U obecneyuTh
ee BBIIIOJIHEHUE, BHIJENIAS HEOOXOJMMBIE PECYPChHI K KOHTPOJIUPYsl COCTOAHUE ACII.

Peanu3anusi MOJUTUKKA HHGOPMAIIMOHHOM 0€301aCHOCTH MEePCOHATBHBIX TaHHBIX
B MHDOPMALMOHHBIX ~ CHCTeMaX MEPCOHAIBHBIX  JAHHBIX ~ COCTOAT M3 MEP
aJMMHUCTPATUBHOTO YPOBHA M OPraHM3alMOHHBIX (NIPOLEAYPHBIX) Mep 3alluThI
UHPOPMALIUH.

K  aIMUHHCTpPaTMBHOMY  YPOBHIO ~ OTHOCATCS  PCLICHHS  PYKOBOACTBA,
3aTparMBalolMe AeTENbHOCTD PACCMATPUBAEMBIX B LIEJIOM. DTH PELICHUS 3aKPEMLIAIOTC
B JIOKQIBHBIX aKTaxX Yupesxkenus. [[puMepoM Takux peleHu MoryT GbiTh:

- IpuHATHE pemieHus o (HOPMUPOBAHUM MM  IIEPECMOTPE KOMILIEKCHOM
nporpaMmbl  oGecriedeHnss 6e30MacHOCTH  NEPCOHANBHBIX  IAHHBIX,  OMpPE/C/ICHAE
OTBETCTBEHHBIX 3a €€ Pean3aluio;

- OpMyIMpOBAHHME IeJel, MOCTAaHOBKA 3a/ay, ONpE/eNeHNe HanpaBiIeHUH
JIEATETLHOCTH B 00J1acTH 6€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX:

- NPUHATHE PEUIeHMil MO BOINPOCAM pEalTM3allM¥ MPOrpaMMbl 0e30MacHOCTH,
KOTOpBIE pACCMATPHBAIOTCA HA yPOBHE YUPEIK/ICHHS B LIETOM;

- obecrieyeHne HOpMATUBHOM (IpaBOBOi) 6a3kl BOMPOCOB 6€30MACHOCTH U T.II.

‘ [lonuTHKa BEPXHEro YPOBHS [O/KHA YETKO OYEPTMTh cdepy BIMAHUA H
OrpaHUYEHUs

Npy ONpEJENeHUH lelieli Ge30MacHOCTH TEPCOHANBHBIX JaHHBIX, ONPEACTUTE KaKUMH
pecypcamu (MaTepualbHble, NEpCcoHan) OHM GyIyT JOCTHHYTEI M HAHTH pa3yMHbIH
KOMIIPOMHCC MEKIy TpHEMIEMbIM YPOBHeM 6e30macHoCTH M (QyHKLMOHATLHOCTBIO
WH(OPMAILIOHHBIX CHCTEM.
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Ha opranusanmonsom yposne onpenensiores MPOLIEYPBI U TIPaBHJIa JOCTHKEHHUS
uesied M pelleHus 3afay MOIUTHKH MH(OPMALHOHHON 6e30MacHoCTH NEPCOHAIBHBIX
JQHHBIX. DTH NpaBUia ONpPeeNsioT:

- KAKOBBI POJM M 0BS3aHHOCTH JOKHOCTHBIX JIML, OTBEYAIOLIME 3a MPOBEICHUE
MOJUTHKMA 0GE30ACHOCTH INEePCOHAIBHBIX JAHHBIX, a TaKk JKe HX YCTaHOBHTh
OTBETCTBEHHOCTH;

- KTO MMEET MpaBa J0CTyNa K MEPCOHAIBHBIM JaHHBIM:

- KaKUMH MEpaMU 1 CPE/ICTBAMH 00€CIIEYMBACTCS 3ALUUTA EPCOHATBHBIX JAaHHbIX;

- KaKMMU M€paMH M CPEICTBaMH OGECHEUMBACTCS KOHTPOJb 3a COOIIOAECHHEM
BBEJICHHOI'O peKUMa 6e30MacHOCTH.

Opranu3aruoHHbIe MEPHI OJIKHBL:

- IpeayCMaTpuBaTh PEriaMeHT WHGOPMALMOHHBIX OTHOLUEHHH, MCKIIOUAIOIINX
BO3MOXKHOCTh HECAHKLIMOHUPOBAHHBIX JEHCTBHN B OTHOILEHHU OOBEKTOB 3aILUTHI:

- ONpPENC/ATh  KOAIMLUMOHHBIE W  HEPApXUYECKHE MPUHLMIIBI M METO.bI
pasrpaHUYEHUs JJOCTYIa K NePCOHaIbHEIM JaHHbBIM;

- ONPE/ENATh  MOPSOK  pabOTBl € MPOrpaMMHO-MATEMATHYECKUMH U
TEXHHYCCKUMH  (anmnapaTHble) CPeJCTBAMHM 3allMThl M KPUNTO3AMTBL W APYIHMX
3aIMTHBIX MEXaHU3MOB;

- Opranus3oBath Mepbl mnporuBojeiictBus HCJ[ mnoab3oBaTedsMu Ha 5Tanax
ayTeHTU(GUKALWMHK, aBTOPH3ALMM, HACHTHOUKALMH, O06ECIeunBaOIINX rapaHTHH
peau3aliny MpaB ¥ OTBETCTBEHHOCTH CyOheKTOB HHPOPMALMOHHBIX OTHOLIEHHIA.

B opranusannoHHbIe MephI I0IKHBI COCTOSTS U3:

- OTPAaHMYCHHE JI0CTYNa B IOMEILIEHHMS, Ie PaCIONOKEHbI HH()OPMALMOHHBIE
CHCTEMBI MEPCOHANIBHBIX JAHHBIX U MX OT/EIBHBIE 3IEMEHTHI;

- MOPA/IOK I0MYCKa COTPYIHUKOB K UCTIONB30BAHHIO PECYPCOB HH(POPMALIMOHHBIX
CHCTEM MEePCOHABHBIX JaHHBIX YUpesKIeHHU;

- PerlIaMeHTa NPOLECCOB BeAeHHs 6a3 JaHHBIX M OCYLIECTBIEHUS MOAMPUKALIUK
MH()OPMALIMOHHBIX PECYPCOB;

- PerIaMeHTa MPOLECCOB OOCIyKUBAaHHA M  OCYIIECTBIEHUS MOAMPUKALIUM
annapaTHbIX W NPOrpaMMHBIX PECypcoB HH(DOPMALMOHHBIX CHCTEM MEPCOHATBHBIX
JIaHHBIX;

- MHCTPYKLHH [0J1b30BaTeNell HHPOPMALIMOHHBIX CHCTEM MEPCOHATBHBIX JaHHbIX
(aAMMHHCTpATOpa, aIMMHUCTPATOPa GE301aCHOCTH, ONEPaTOpa);

7.4  ®usznuyeckue Mephl 3aLUTHI

Dusuyeckue Mepbl 3allMTBl OCHOBAHBI HA [MPUMEHEHMM pasHOro poja
MEXaHUYECKUX, DJIEKTPO- WJIM 3JIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB M COOPYIKEHHIA,
CMELMAIBHO MPEeIHA3HAYEHHBIX ISl CO3AaHUs (PU3NUECKHX MPEMATCTBUI HA BO3MOMKHBIX
IyTAX TPOHUKHOBCHUS M JOCTyINla IOTEHLUAIbHBIX HapYIIUTEIed K KOMIIOHEHTaM
CHUCTEMBI M 3allMIIaeMOl MH(POPMALNM, a TaKKe TEXHHYECKHX CPEICTB BM3YaJlbHOIO
HaOJII0/IEHNs], CBSI3U U OXPAHHOM CUTHAIM3ALIUH.

Dusnyeckas 3aluTa 3AaHAMH, IOMEIIEHHH, 00BEKTOB 1 CPEACTB HHDOPMATH3aLIMH
JIOJKHA OCYLIECTBIIATBCA IIyTEM YCTAHOBJICHHS COOTBETCTBYIOIIMX [OCTOB OXpaHbl, C
NIOMOILBIO TEXHUYECKMX CPEACTB OXpaHbl WM JIOOBIMH JAPYIHMM cCriocobamu,

12



NMpCAOTBPAIIAIOIUMMHI WM CYIIECTBEHHO 3aTpyAHSIOMIMMH NIPOHUKHOBEHHE B 3/1aHMeE,
TOMELICHHS OCTOPOHHHX JIULL, XMILEHHE HHDOPMALIMOHHBIX HOCHTETEH. CaMMX CpeJICTB
MHQOPMATH3ALMY,  MCKIIOYAKOIIHMHU HaXOXKICHHE  BHYTPH  KOHTPOIMPYEMOii
(OXpaHAEMO) 30HBI TeXHHYECKHX CPEJICTB Pa3BENKH.

7.5 AnmapatHo-nporpaMmHsre cpencra 3amuTel [1/]x

TexHuueckue (anmapatHo-nporpammHsie) MEpBI  3aIUUTBI  OCHOBaHbI Ha
UCIIO/Ib30BAHUH  PA3JIMYHBIX  JIEKTPOHHBIX YCTPOHCTB ¥ CHEUMAIbHBIX MPOrpamM,
BXoAmux B cocraB VICIT/IH u BeImomHsIOMUX (CaMOCTOATENBHO WM B KOMILIEKCE ©
APYTUMH  CPEACTBaMM) GYHKLUM  3aIUThHI (nneHTHOUMKALMIO U ayTeHTU(UKALMIO
T0/Ib30BATENEH, pasrpaHuMueHHe jocTyma K pecypcaM,  perucTpanuio  coObITHIA,
KpUNITOrpahMuecKoe 3aKphITie UH(OpMaLKK U T.11.).

C yuerom Beex Tpe6oBanmii u NPUHLMIIOB  obecnieyeHus: 6e30macHOCTH
TIEPCOHANBHBIX IAHHBIX U MHYOPMALIMOHHBIX CHCTEMAX 10 BeeM HarpaBJIEHHUSIM 3alLUTH] B
COCTaB CUCTEMBbI 3aLUUTHI JOJKHBI ObITh BKIIOYEHEI CIIEIYIOLIUE CPeCTBa:

- CPCACTBA MACHTH(UKALMHK (ONO3HABAHMS) U ayTeHTU(UKALMY ([IOATBEPKACHUS
TNIONIMHHOCTH) NONB30BaTeENeH HHPOPMALIMOHHEIX CHCTEM NePCOHAIBHBIX JaHHBIX;

- CPEACTBA  pasTpaHMYEHHs] JOCTyma 3apETHCTPUPOBAHHEIX  I10JIB30BATE/IE!
CHCTEMBI K pecypcaM HHGOPMaIIMOHHBIX CUCTEM NIEPCOHAIBHBIX JAHHBIX YUpekKaeHuUs:

- CpeacTBa  obecrieyeHus u KOHTPOJIA ~ LIEJIOCTHOCTH  MPOTPAMMHBIX U
MH(OPMALIMOHHBIX PECYPCOB;

- CPCACTBA ONEPATUBHOTO KOHTPOJIS U PETHCTPALIHHI COOBITHIA 6e30macHOCTH;

- KpUnTorpapuyeckue cpeacTsa 3aIuTh NIEPCOHANIBHBIX JAHHbIX.

YCIElHOe NpUMeHEeHHE —TeXHHYeCKHX CPEACTB  3allUTEl HAa OCHOBaHWHU
TpEACTABICHHBIX BBIIIE NPUHIMIIOB MPEANONATaeT, YTO BBINONHEHHE TIEPEYUCIIEHHBIX
HIDKe TpeboBanuil oGecreyeHo OpraHu3anMOHHbIMHU (aAMHHHCTPATHBHBIMHM) Mepamy U
HCIIONB3Y EMBIMU (DU3MYECKUMH CPEICTBAMH 3AIIHTHI:

- obecrieueHa (u3MUecKas LETOCTHOCTD Beex KOMIIOHEHT HMH(OPMAaMOHHBIX
CHUCTEM MEePCOHANBHBIX aHHbIX;

- KOKIBIA  COTpYIHHK (monmb3oBarens) wiM  rpymma  mombsosareneii
MH(MOPMALOHHEIX CHCTEM NIEPCOHATILHBIX JAHHBIX UMEET YHUKATBHOE CUCTEMHOE UMS U
MHHHUMAJILHO HEOOXOAUMBIE [1J1s1 BBITIOTHEHUS UM CBOMX byHKUHOHANBLHEIX 06s13aHHOCTE
TIOJTHOMOYHS IO IOCTYIy K PECYpCaM CHCTEMBI;

- BCC M3MCHEHHUS KOHOUIYpauMu TEXHUYECKHX W IPOrPaMMHBIX  CPEJICTB
MH)OPMALIMOHHBIX  CHCTEM TICPCOHANBHBIX  NaHHBIX — MPOM3BOAATCS  CTPOrO
YCTaHOBJICHHBIM IOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS) TOJBKO HAa OCHOBAHUH
PACIIOPSIKEHUH PYKOBOJCTBA YUpeK ICHHS:

- ceTeBoe 000pyIoBaHUE (KOHIIEHTpaTOPHI, KOMMYTaTOPBI, MaplIpyTH3aTOphl U
T.IL) pacroyiaraercs B MecTax, HEIOCTYNHBIX JUIL MOCTOPOHHHMX (CHelHaIbHbIX
NIOMEIIEHHUSX, IKadax, u T.11.).

- CHCLHATUCTaMK  YUPEKICHHSI OCYLIECTBISETCS HEIPEPBIBHOE yIpaBjieHUe u
AIMVHHCTPATUBHAS HOIEPIKKA yHKUMOHMPOBaHHS CPeaCTB 3aIUTEL.



